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Just saying the word brings 10 mind images rang-

ing from p@@ping foms 10 Sodial Secirity numbers

being published on the Internet. Howener, priady

reguiations that affedt businesses are becoming

the norm. So, what should you as a Wisconsin CPA be

concerned with when considering how these priNacy

reguiations might impaat the information that you

Colect during the course of an audit?

Wisconsin, along with a majority of
states, has privacy regulations and even
an office focused on privacy and data
protection (http://privacy.wi.gov).
Beyond Wisconsin, there are many varied
privacy regulations including the recently
enacted Federal “Red Flag Rule” (CFR
16, Part 681). The Red Flag Rule requires
covered entities to have a written identify
theft program based upon a risk assess-
ment. The rule’s applicability to CPAs is
currently being challenged in court by the
AICPA. In general, privacy regulations
govern aspects of what you can or cannot
do with personal information, or what
happens if it is subject to unauthorized
access or loss.

Since privacy is a very broad topic and
recognizing that the laws are constantly
evolving, let’s discuss some of the areas
you might think about as you approach
financial audits. By now you have most
likely encountered the terms Personal In-
formation or Personally Identifiable Infor-
mation (PII). But what does it mean? The
definition of PII varies widely depending
on country or jurisdiction involved, the
specific focus of the regulation, standard
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used or even the industry involved. For
this article, as an example, we will use the
definition from the AICPA’s Generally
Accepted Privacy Principles (GAPP). "
“Personal information . . . is inferma-
tion that is about, or can be related to,
an identifiable individual. It includes
any information that can be linked to an
individual or used to directly or indirectly
identify an individual. Individuals, for this
purpose, include prospective, current and
former customers, employees, and others
with whom the entity has a relationship.
Most information collected by an organi-
zation about an individual is likely to be
considered personal information if it can
be attributed to an identified individual.”
Social Security numbers immediately
come to mind when many people think
about PII. But what about information
like a drivers’ license number or an e-mail
address? These, too, are items that can
directly identify an individual. PII can also
refer to information that indirectly identi-
fies an individual — information where it
is reasonably foreseeable that the informa-
tion will be linked with other information
to identify an individual. PII may include

a combination of things like gender, race,
birth date, or even a geographic indicator.
Particular combinations may be more sen-
sitive than others (e.g., a name in combi-
nation with a Social Security number and
address).

Do you encounter PII during the course
of your financial audits? How about while
preparing tax returns or doing estate plan-
ning? Did you know that new regulations
under Internal Revenue Code Section
7216, Disclosure or Use of Tax Informa-
tion by Preparers of Returns, became
effective Jan. 1, 2009? The statute limits
tax return preparers’ use and disclosure of
information obtained during the return
preparation process to activities directly
related to the preparation of the return.
According to the IRS, the regulations
describe specific and limited exceptions
that allow a preparer to use or disclose
return information without the consent of
taxpayers.

You may be thinking to yourself right
now, “But I only do financial statement
audits and there is no PII involved.”
While the actual financial statements may
not contain PII data, audit work papers
generated by auditors working on the fi-
nancial audits may contain PII. Documen-
tation of management activities, financial
transactions and other evidence are often
attached to work papers as evidence of
activity. Auditors also may include data
files or subsets of data as attachments (like
Excel spreadsheets) to the work papers to
act as evidentiary material.

It is often these data files which may
contain PII. Depending on the scope and
materiality of the systems included in
your audit, you might have data files from
payroll'systems, travel systems, recruiting
and talent management systems, or infor-
mation reported from a data warehouse
that may include more data than what you
actually need. How often do you review
every tab of an Excel workbook and scroll
through all of the columns in the work-
sheet once you have found the informa-
tion you are looking for? If you receive
information with PII do you have an ap-
proach to its protection while it is in your
possession and an approach for destruc-
tion when you are finished with it? Often
your responsibility to adequately protect
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and destroy it is not just regulatory, but
increasingly it is also a contractual obliga-
tion as clients become more concerned
about the misuse or loss of personal infor-
mation. Have you reviewed engagement
terms in detail to fully understand your
obligations?

You may want to consult with an attor-
ney for specific guidance or interpretation
of applicable laws as the laws in Wisconsin
and nationally are constantly evolving
and proper consultation regarding your
responsibility is a prudent course of ac-
tion. There is also a wealth of information
available at your fingertips via the Inter-
net, and from other professionals, that can
assist you in developing your approach
and program.

Having an appropriate strategy and
sticking to that strategy will go a long way
toward making certain you handle and
protect PII appropriately, and knowing
how to respond and limit your potential
liability should the unfortunate breach or

misuse of PII occur is imperative. Always
question whether you need PII — mini-
mizing storage and retention of sensitive
PII can also reduce your risk.

Whether you are auditing company
financials, reviewing a client’s estate plan
or preparing a tax return, you may be
privy to a variety of PIL. It is your duty as
a CPA to comply with applicable pri-
vacy regulations and use and protect PII
appropriately. Defining your “privacy” ap-
proach now can save you time and money,
and make certain you maintain the trust
of your clients.

CHRISTOPHER RoY is a senior manager
at Deloitte & Touche LLP in Milwaukee.
He can be reached at 414-977-2735 or
croy@deloitte.com.

We've always believed that
disciplined investing is an asset,
not a liability.

TURNS OUT WE WERE RIGHT. Our investment strategy helps preserve
principal during difficult investing environments and positions client portfolios
for capital appreciation when markets are stronger. Independently owned and
experienced in working with individual and institutional clients—Red Granite
offers service and advice as solid as Wisconsin’s state rock.

WWW.REDGRANITE.COM

BEST IN CLIENT SATISFACTION
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Persond! information
... IS information that
is about, or can be
relaied 10, an
identificble indNidual
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